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METHOD AND APPARATUS FOR ASSOCIATING THE MOVEMENT OF 
GOODS WITH THE IDENTITY OF AN INDIVIDUAL MOVING THE GOODS 

RELATED APPLICATION 

[0001] The present application is related to and claims the priority benefit of co- 
pending U.S. Provisional Application 60^45,767, entitled "Controlled Access Coupled 
with the Movement of Goods", filed November 3, 2000 by the present inventors. 

HELD OF THE INVENTION 

[0002] The present invention relates generally to inventory control and, more 
particularly, to a system and method for monitoring the existence, location, and 
movement of objects in inventory as well as providing secure and traceable access to 
them. 

BACKGROUND OF THE INVENTION 

[0003] In today's fast-paced world, accurately monitoring the existence, location, and 
movement of objects in inventory is becoming increasingly important to businesses and 
other organizations. Although sophisticated systems exist to track objects (e.g., active 
and passive radio firequency identification (RFID) tags or other wireless devices, barcode 
scanners, PDAs, etc.), there are limitations with the current approaches. 
[0004] One problem involves maint£aning the ready availability of supplies that are 
critical to the proper functioning of an of ganization. Ihis is particulady true for the 
growing number of companies whose businesses depend on their equipment being 
absolutely free from the interruption of service (e.g., failure of networking, computer, or 
communications equipment, etc.) that the lack of a replacement part may cause. To limit 
storage space and expense, businesses often keep inventory levels at a TniniTnnm 
Suppliers and technicians store spare parts at forward stocking locations, remote depots, 
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and public storage facilities in an attempt to keep inventory close to customers to reduce 
response times. However, failure by personnel to scan or to properly track and monitor 
inventory such as communications equipment and computer parts when they are moved 
from storage areas often results in erroneous information in the inventory system. Thus, 
supplies may not be tracked in real-time or replenished when necessary. Moreover, many 
methods do not provide visibility, let alone real-time visibility, into die actual inventory 
in a given location nor sufficiendy control or secure access to valuable inventory. 
Existing approaches XDjay provide some secure means of access such a locked door or 
cabinet using physical keys and/or a method for tracking and viewmg inventoiry; 
however, none couple both of these methods such that a reliable system could know what 
and when a particular inventory item was removed by a particular person. 
[0005] It would be helpful if a system existed to more efficiently track and monitor 
objects in inventory and to quickly and reliably decrement or increment items in stock 
while concurrently associating the movement of inventory with a particular person based 
on data automatically provided to the system rather than relying on a person to re-trace 
their steps and manually enter inventory changes via pq)erwork or independent computer 
interface. 

SUMMARY 

[0006] The present invention provides a systdm and method for determining the 
identity of an entity (e.g., anrndividual or an automated device) which entered a confined 
space and automatically associating, using a computer system, the identity with the 
removal or addition of objects in the confined space, hx addition, unauthorized accesses 
to a controlled space and/or unauthorized movements of goods may be recorded and/or 
reported. ) 

[0007] In one embodiment, the identify of the entity is determined at a controller 
associated with the confined space. The controller unlocks a locking mechanism tiiat 
allows the entity to have access to the confined space. A tracking system coupled to the 
computer system monitors the movement of the entity and also the addition and/or 
removal of objects in the confined space. The computer system associates the identity 
with the addition or removal of objects and transmits this information to a server 
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computer system. A user may access this infonnation using client computers coupled to 
the server computer system. Similarly, any unauthorized accesses to the space and/or 
unauthorized movements of goods to/firom/within the space may be recorded and/or 
reported by the computer system. 

[0008] In another embodiment, the server computer system notifies a user through a 
network interface, telephone interface, or wireless interface of the movement of an object 
(and/or the association of the movement of the object with an identity). Such reports may 
be made for authorized and/or unauthorized movements. Objects noiay be automatically 
replenished or returned or a party may be billed as a result of the notification. For 
example, in one embodiment^ the server computer system automatically notifies an 
organization's pre-existing inventory control system that an object has been removed 
fi-om a confined space (e.g., from inventory) by a particular entity. Based on this 
infonnation, the inventory control system may automatically take steps to replenish the 
object that was removed. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0009] The present invention is illustrated by way of example, and not limitation, in 
the figures of the accompanying drawings in which like reference numerals refer to 
similar elements and in which: 

[0010] Figure lA is a schematic diagram ill^stratmg a storage area configured in 
accordance with an embodiitfent of the present invention; 

[0011] Figure IB iUustmtes an example of a locking mechanism controller for the 
storage area shown in Figure lA; 

[0012] figure 2 is a schematic diagram illustrating a remote inventory management 
system conmiunicating the ingress or egi^ss of objects in inventory to a server computer 
system according to an embodiment of ttib present invention; > 
[0013] Figiure 3 is a flow chart illustrating a remote inventory management system 
automatically implementing inventory management solutions according to an 
embodiment of the present invention; 

[0014] Figure 4 is a schematic diagram illustrating conqponents of a remote 
inventory management system according to an embodiment of the present invention; and 
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[0015] Figure 5 is an illustration of a barcode sheet used to enter transaction data into 
a remote inventory management system according to an embodiment of the present 
invention. 

DETAILED DESCRIPTION 

[0016] A system and method for associating the movement of goods with the identity 
of an individual or other entity responsible for or connected with such movement is 
described below. Although discussed with reference to certain illustrated embodiments, 
upon review of this specification, tiiose of ordinary skill in the art will recognize that the 
present invention may find application in a variety of systems. Therefore, in the 
following description the illustrated embodiments should be regarded as exemplary only 
and should not be deemed limiting in scope. 

[0017] In one embodiment, the present syst^ and method allows for identifying who 
and/or what entered a confined space by virtue of identity information proAdded as the 
entity (i.e., a person or robot) enters the space or by the identity being interpreted and 
accepted by a controller which unlocks a locking mechanism to allow access to the space. 
The identity is then associated with the movement, addition or removal of objects in tiie 
space. In addition, the present scheme includes communicating information regarding 
* objects in inventory to a server or other device on a demand and/or an on-going basis 
(any time interval). In another embodiment, the ^heme includes communicating 
information regarding objects in inventory to a server or other device only when tiiere is a 
change in inventory. Features of the system and method also include tracking the 
existence, location, and movement of objects in inventory, associating the movement of 
objects with an identity, and providing this information to an automated system and/or 
one or more individuals. This informatics may be used to automatically replenish stock, 
bill an appropriate party for goods, return objects to storage areas when necessary, and 
for otiier similar services related to the effective management of inventory in an 
organization. 

[0018] In addition, unauthorized accesses to a controlled space may be reported 
and/or recorded. Such accesses may be deemed unauthorized if an appropriate entry code 
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is not received by the controller. Further, unauthorized movements of goods 
within/to/firom the space may be reported and/or recorded by the server. 
[0019] By associating an identity wiA the movement of objects in inventory, stock 
may be utilized and maintained in a secure and traceable fashion. The likelihood of theft 
or improper documentation (e.g., as a result of personnel failing to scan a barcode when 
removing an item from inventory) is thus markedly decreased. 
[0020] Referring now to Hgure 1 A there is shown a schematic diagram illustrating a 
storage area 100 configured in accordance with an embodiment of the present invention. 
While the present invention is explained in the environment of storage room 1 10» the 
scope of the invention may also include other enviroimients in which objects are stored 
and are occasionally removed on a permanent or temporary basis (e.g.t video istores, 
libraries, rental stores, etc.). The storage room 1 10 may have multiple objects in 
inventory 1 12, 1 14, 1 16, etc., stored in a variety of ways (e.g., on shelves, in boxes, on 
tables, etc.). The objects in inventory 1 12, 1 14, 1 16, etc., may be any portable item 
which an organization desires to monitor so as to prevent unauthorized removal from the 
storage area 1 10 and also for inventory management purposes (e.g., so as to replenish 
items as necessary). For instance, items may include communications equipment (e.g., 
network routers, computers, facsimile machines, cellular phones, modems, etc.), portable 
computer media (e.g., computer disks, backup tapes, etc.), general office supplies (such 
as printers, paper, st^lers, file folderis, and the like) or any other valuable items that are 
necessary for the proper functioning of an organizafion. Of course, it should be noted 
that the present scheme is not limited to office equipment. For example, the storage room 
1 10 may be in an organization in the industrial sector and the objects in inventory 1 12, 
114, 1 16, etc., may be tools in a maintenance depot that are needed for a particular 
project (e.g., such as to repair an automobile or an airplane, etc.). In addition, it should 
be appreciated that the storage room 1 10 may also be a storage container or some other 
type of enclosure (not shown in this view) in which objects in inventory 1 12, .1 14, 1 16, 
etc., may be stored. 

[0021] The storage room 1 10 also contains elements to monitor the objects in 
inventory 112, 114, 116, etc. According to one embodiment, the objects in inventory 
1 12, 1 14, 1 16, etc., may be monitored by RFID tags 120, 122, 124, etc. As is well- 



wo 02/45029 PCTAJSOl/51184 



known in the art, the REED tags 120, 122, 124, etc., include an RF circuit for use in 
detecting when an RFID tag is within a zone monitored by a base station (such as a 
reader, interrogator, or some other device (not shown in this view)). The REID tags 120, 
122, 124, etc., may be mounted on the surface of an item in inventory, enclosed or 
embedded in the item, or otherwise secured to the item. For example, the RFED tags 120, 
122, 124, etc., may be enclosed within the casing of a printed circuit board, cellular 
phone, facsimile machine, laptop computer, in the packaging material for an item, etc. 
[0022] Wherever the RFID tags 120, 122, 124, etc., ar^ located, the reader, 
interrogator, or otiber monitoring device utilizes wireless communication techniques to 
read and/or write information encoded within the RFID tags 120, 122, 124, eto., and to 
thus determine the location or simply the presence of the objects in inventory 1 12, 1 14, 
1 16, eto. The RFID tags 120, 122, 124, eto., may be programmed (at manufacturing) with 
the model, serial number, or some other form of identification of the object in inventory 
112, 114, 116, eto., such that the RFID tags 120, 122, 124, eto. are auto-identifying. 
[0023] The RFID tags' unique identity may also be associated with an entity (i.e., 
human or robot) entering storage room 1 10. This allows identification information to be 
input into a remote inventory management system (not shown in this view) automatically 
or using a keyboard wedge barcode scanner (or other type of input device) connected to 
the remote inventory managemmt system. Other types of tags may also be used such as 
infirared (IR), optical, ultrasound, or any other ta^ that enable communication with the 
reader, interrogator, or otherrmonitoring device using wireless technology. It should also 
be appreciated that tags requiring some form of physical contact may also be utilized 
such as tags that use RF but require contact with a reader's antenna, for example, to 
activate them. 

[0024] Of course, the objects in inveiijtory 1 12, 1 14, 1 16, eto., may be monitored by 
vhtually any other system and/or method utilized for object tracking well-known in the 
art of inventory control. For example, in other embodiments, objects in inventory 112, 
114, 116, eto., may be monitored through the use of barcode labels placed on the objects 
in inventory 1 12, 1 14, 1 16, etc., and scanned by barcode scanners as the objects in 
inventory 1 12, 1 14, 1 16, etc., are brought into or removed firom the storage room 1 10, by 
video cameras monitoring the stCHage room 1 10, by mechanical devices (for example. 
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devices that register the weight or the absence of the weight of an item in a predefined 
location), by electronic tablets that capture human writing, or by any other means that can 
positively differentiate the presence or absence of the tracked item. 
[0025] Referring now to Figure IB there is shown an example of a locking 
mechanism controller for the storage room ICQ shown in Rgure 1 A according to an 
embodiment of the present invention. In one embodiment, the identity of an entity 160 
(i.e., a person or a robot) is interpreted and accepted by a locking mechanism controller 
180 which unlopks a locking mechanism 170 to allow access to the storage room 110. 
The identity may be in the form of a name, an assigned re-usable code, an access card, a 
one-time access code issued to a given entity, or any oth^ form of identification. For 
instance, in one embodiment the locking mechanism controller 180 is an access code 
entry unit which includes a keypad (not shown in this view) and is configured to accept 
user input (e.g., in the form of an identification number). In other embodiments, the 
locking mechanism controller 180 may operate in connection with other access code 
entry units such as a special barcode scanner (i.e., specially configured to modulate the 
laser beam transmitted by its laser diode, thereby transmitting an access code), a voice 
recognition system, a magnetic stripe or electronic card reader, an IR transnoitter device, 
or any other type of mechanism by which the locking mechanism controller 180 may 
interpret and accept the identity 160. Of course, any or all these access means (or any 
othier of a variety of access means) may be used in combination. Examples of locking 
mechanisms and contnollersiSuitable for use wi^ the present invention may be found in 
U.S. Patent 6,300,873, entitied "Locking Mechanism for use with One Time Access 
Code, issued October 9, 2001; and/or co-pending U.S. Patent Applications 09/596,333, 
entitied ''Adaptable Low-Power Electronic Locking Mechanism," filed June 16, 2000; 
and 09/599,034, entitied "Bidirectional Bpcode Scanning System," filed June 21, 2000, 
the complete disclosures of which are incorporated herein by reference. 
[0026] In anoth^ embodiment, the expression of the identity of entity 160 may be 
automatic as the entity enters the storage room 1 10. For example, the entity 160 may 
have an RFID tag on a badge that is monitored by a reader, interrogator, or some other 
device (not shown in this view) in a manner described in the embodiment illustrated by 
Figure lA. 
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[0027] Referring now to Figure 2 there is shown a schematic diagram illustrating a 
remote inventory management system communicating the ingiess or egress of objects in 
inventory to a server computer syst^ 200 according to an embodiment of the present 
invention. la one embodiment, the storage area 210 includes an RFED system 220 which 
communicates with a server 230 via a wireless link 23S (e.g., a radio modem that may 
support communication within a public or private wireless network). When the identity 
of an entity (not shown in this view) is interpreted and accepted by a locking mechanism 
controller 240 the entity is allowed access to the storage ar^a 210. A sensor 250 may 
monitor the door 245 as it opens and closes. Thus, every time an action happens in the 
storage area 210 (e.g., an entity enters the storage area 210, the sensor indicates that the 
door has opened, the RFID system 220 indicates that objects in inventory have been 
removed, etc.)* the information is transmitted to the server 230 via the wireless link 235. 
[0028] Note that these accesses and/or movements of goods may be authorized or 
not. The action recorded/reported in either case. Further, the wireless link 235 may be 
replaced and/or augmented by a wired communication link. In addition to the movement 
of goods, status (e.g., defective, return, etc.) may also be monitored. 
[0029] A program in the server 230 (such as a database management system 
(DBMS)) maintains a record of the events in the storage area 210. The program thus 
associates the ingress and egress (or other movement) of the objects in inventory with a 
particular entity and may also keep track of othei^important data regarding the movement 
of the objects in mventory (stich as the date and time of the movement, etc.). Of course, 
the information regarding the movement of objects in inventory and the association of 
those objects* with an entity identity does not necessarily need to be transmitted to the 
server 230 via the wireless link 235. As discussed in the embodiments illustrated in 
Figure 1 A, a variety of non-wireless trading systems (e.g., special barcode scanners, 
mechanical devices, etc.) may also be used to monitor the objects in inventory and the 
identity associated with the movement of those objects. This tracking information may 
be transmitted to the server 230 via network interfaces (dedicated or dial-up 
interfaces/connections that utilize a public computer network or a private computer 
network)(not shown in this view) or telephone interfaces (not shown in this view) 
adapted to provide communication with the server 230 through the public switched 
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telephone network (PSTN). The movement of the objects in inventory may be 
conomunicated to the server 230 continuously or on an event-driven or periodic basis (any 
time interval). For instance, the server 230 may be updated every hour, every 24 hours, 
every other day, etc. 

[0030] In addition, the server 230 may contain a program written in JAVA, C++, 
HTML, Perl, or SQL, for example, or in a combination of these progranuning languages 
or in any other programming languages utilized singularly or in combination, to correlate 
the movement of objects in inventory and the association of the movement of the objects 
in inventory with the identity. The server 230 may log this information as a record of an 
event in the storage area 210 using the DBMS. A user (not shown in this view) may 
access a record of an event in the storage area 210 using one or more client computers 
(not shown in this view) coupled to the server 230 through the Intemet, a corporate 
intranet, a Wide Area Network (WAN), a Local Area Network (LAN), or any other 
system of interconnections cabling two or more computers to exchange information. In 
this manner, the user may access information regarding objects in inventory (e.g., to 
determine the presence and/or absence of objects in inventory, the location of an object in 
inventory, to reserve an object in inventory, etc.). The user may also obtain a one-time 
access code to unlock the locking mechanism controller 240 to the storage area 210. 
[0031] In addition, the server 230 may automatically notify a user regardmg an event 
in inventory (i.e., the removal or addition of an Qbject in inventory associated with a 
particular identity) usmg a network interface, telephone interface, or wireless interface as 
described in the embodiment illustrated by Hgure 1 A, For instance, in one embodiment 
the server 230 may notify an organization's pre-existing inventory system through a 
dedicated channel (not shown in this view) of an event in inventory (e.g., indicating that 
die organization now has one less item linstock at a particular location, etc.). 
[0032] Upon completion of an event; the locking mechanism controller 240 may lock 
out all other entrants until the server 230 has taken into account (e.g., via the RFDD 
system) aU the objects in inventory in die storage area 210 (this may be referred to as the 
Lock-out Period). The same entity, however, may be allowed to re-enter the storage 
area 210 during the Lock-out Period for a designated period of time after leaving the 
storage area 210 (e.g., 30 seconds) by re-gaining access through the locking mechanism 
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controller 240 (e.g., by using a voice recognition device, a barcode scanner, an electronic 
card read^, etc.). 

[0033] Referring now to Figure 3 there is shown a flow chart 300 illustrating a 
remote inventory management system implementing inventory management solutions 
through a s^er computer system according to an embodiment of tiie present invention. 
Id one embodiment, information regarding the ingress and egress or ofter movement of 
objects in inventory is transmitted by the remote inventory management system to a 
server and maintained in the server. Thus, when objects in inventory are depleted or 
otherwise moved (see step 310), this information may be transmitted (step 320) from the 
server to a user or client computer system through network interfaces, wireless interfaces, 
or telephone interfaces such as those described in the embodiment illustrated by Figure 
1 A- Upon receiving this information, the usw may take steps to replenish (step 330) the 
objects in inventory. Similarly, the user or other consuming party may be automatically 
billed (step 335) for the objects in inventory, or the objects may be automatically returned 
(step 340) to inventory. The auto-replenishment (step 330), auto-billing (step 335), and 
auto-return (step 340) of objects in inventory may be made on a continual or batch mode 
basis and may be made exclusive of one another. Further, an access code may be 
genCTated automatically as a result of the notification. 

[0034] Referring now to Figure 4 there is shown a schematic diagram illustrating 
components of the remote inventory managemei^ system 400 according to an 
embodiment of the present invention. Each remote inventory management system 400 . 
has its own unique identity, such that when information regardmg the movement of 
objects in inventory associated with a particular identity (not shown in this view) is 
transmitted from a location to a server (not shown in this view), the server is able to 
identify what organization, company, etc^^ transmitted the information. Moreover, an 
organization may contain one or more remote inventory management systems and 
hundreds (if not thousands) of remote inventory management systems at varying 
locations may be coupled to the server via a wireless or physical link (not shown in this 
view). 

[0035] In the present embodiment, the components of the remote inventory 
management system 400 include a central processing unit (CPU) or other controller (e.g,, 
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an ASIC or FPGA) 422 containing or having an associated memory 424. The CPU 422 
is coupled to a serial or other interface 426 which provides the commmucation path for 
the CPU 422 to an RFDD reader 428 (which communicates via a radio modem 430 to 
RFDD tags 432, 434, 436, etc.), a barcode scanner 440, a magnetic stripe or electronic 
card reader 442, and/or other peripheral devices 444 useful for the tracking of the ingress 
and egress or other movement of objects in inventory. The CPU 422 is also configured 
to receive inputs from an access code entry unit 446 and to unlock a locking mechanism 
controller 448 upon the interpretation and the acceptance of an access code by ttie CPU 
422. Also coupled to the CPU 422 are Input/Output (I/O) devices including a keyboard 
(or other input device) 450 and a liquid crystal display (LCD) device (or other display) 
452 which, in some cases, may be part of the access code entry unit 446 (e.g., to indicate • 
to an entity an improper use of a magnetic stripe or electronic card read^, improper entry 
of an access code, etc.). A network connector 454 (e.g., wired or wireless network) may 
also be provided to allow for communication with client computers and/or servers. Of 
course, there are many possible variations of the present embodiment 
[0036] Referring now to Figure 5 there is shown an illustration of a barcode sheet 500 
which may be used to enter transaction data into a remote inventory management system 
according to an embodiment of the present invention. A barcode scanner (not shown in • 
this view) may be coupled to the CPU 422 as is described in the embodiment illustrated 
by Figure 4. The barcode scanner may scan the individual barcodes encoded on barcode 
sheet 500 which barcodes include information regarding an object in inventory (e.g., the 
model and/or serial number of the object in inventory). A decoder converts the electronic 
signal representative of the scanned symbol into a computer-readable format (i.e., binary 
or textual information). The CPU receives the computer readable format of the model 
and/or serial number or other information, regarding the object in inventory encoded in 
the barcode sheet 500. For example, a usW may scan the "in'* barcode symbol 510 when 
adding an object to inventory, scan the "out" barcode symbol 520 when removing an 
object from inventory, and scan the "return" 530 barcode symbol when returning an 
object to inventory. The CPU then transmits this information to a server as is described 
above. 
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[0037] Thus, a system for providing controlled access to storage locations and 
coupling such access to the movement of goods into, out of, or within such locations has 
been described* Although discussed with reference to certain illustrated embodiments, it 
should be remembered that the broader spirit and scope of the invention is only to be 
measured in terms of the claims that follow. 
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CLAIMS 
What is claimed: 

1 . A method, comprising: 

obtaining identity infomiation regaiding an entity which enters a controlled space; 

and 

automatically associating, using a computer system, the identity infonnadon with 
die addition, removal, return, defective, or other movement or status of objects 
to/from/witfain the controlled space. 

2. The method of claim 1 wherein the entity is identified by a controller associated 
with the controlled space, the controller being configured to unlock a locking mechanism 
to allow the entity to have access to the controlled space provided the entity is authorized 
to do so. 

3. The method of claim 1 further comprising notifying a user of the addition, 
removal, return, defective, or other movement or status of the objects. 

4. The method of claim 3 further comprising notifying the user of whether or not the 
addition, removal, return, defective, or other movement or status of the objects is 
authorized or not. 

5. The method of claim, 4 wherein authoriz^on is determined according to the 
identity information. ^ 

6. The method of claim 1 wherein the identity of the entity which enters the 
controlled space and the addition, removal, retum, defective, or other movements or 
status of objects to/firom/within the controlled space is monitored using a tracking system 
coupled to the computer system. 

7. The method of claim 6 wherdn the tracking system includes tags affixed to one or 
more of the objects and/or the entity, the tags configured to communicate via a wireless 
link with a monitoring unit 
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8. The method of claim 6 wherein the tracking system includes tags affixed to one or 
more of the objects and/or the entity, the tags configured to be activated through contact 
with a reader device. 

9. • The method of claim 6 wherein the tracking system includes barcode labels 
affixed to one or more of the objects. 

10. The method of claim 6 wherein the tracking system includes video cameras 
monitoring the controlled space. ^: 

1 1 . The method of claim 6 wherein the tracking system mcludes one or more 
mechanical devices, including at least one device that re^sters an absence or a weight of 
an object in a predefined location. 

12. The method of claim 6 wherein the addition, removal, return, defective, or other 
movement or status of the objects to/from/within the controlled space is entraed into the 
computer system by the entity using an input device. 

13. The method of claim 1 wherein the association of the addition, removal, return, 
defective, or other movement or status of the objects to/&om/within the controlled space 
with the identity information is transmitted to a server computer system through a 
communication interface coupled to the compute^system. 

14. The method of claijafi 13 wherein the communication interface comprises one or 
more of: a wireless communication link, a network communication link, and a telephone 
communication link. 

15. The method of claim 13 wherein a user accesses information regarding the 
addition, removal, return, defective, or otE(er movements or status of objects 
to/ftom/within the controlled space associated with the identity information in the server 
computer system through one or more client computers coupled to the server computer 
system through a network. 

16. The method of claim 15 wherein the network comprises the Internet 
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17. The method of claim 13 wherein the sa^er automatically notifies a designated 
person regarding the addition, removal, return, defective, or other movement or status of 
objects. 

18. The method of claim 17 wherein the notification is transmitted to the user via a 
wireless communication link, a network communication Imk, and/or a telephone 
communication link. 

19. The method of claim 17 wherein objects are automatically replenished as a result 
of the notification. 

20. The method of claim 17 wherein a party is automatically billed as a result of the 
notification. 

21. The method of claim 17 wherein an object is automatically returned or picked up 
as a result of the notification. 

22. A machine-readable storage medium embodying a sequence of instructions 
executable by the machine to perform a method for automatically associating an identity 
of an entity with the mov^ent of one or more objects in a controlled-access location, the 
method comprising: 

identifying, at a controller associated with the controlled-access location, an entity 
atten^ting to enter the controlled-access locatioii; and 

unlocking a lockuig-mechanism to allow the. entity to have access to the 
controlled-access location provided the entity is authorized to do so, such authorization 
being determined during or according to the results of the identifying process. 

23. The machine-readable storage medium of claim 22 wherein the identity of the 
entity which enters the controlled-access location and the movement of the objects in the 
controlled-access location are monitored using a tracking system associated with the 
controlled-access location. 



24. The machine-readable storage medium of claim 22 wherein the tracking system 
includes tags configured to communicate via a wireless link with a monitoring device. 
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25. The machine-readable storage medium of claim 22 wherein the tracking system 
includes tags configured to be activated throu^ contact witii a reader device. 

26. The machine-readable storage medium of claim 22 wherein the tracking system 
includes barcode labels which are scanned as the objects are added to or removed from 
the controlled-access location. 

27. The machine-readable storage medium of claim 22 wherein the tracking system 
includes video cameras monitoring the controlled-access locator. 

28. Hie machine-readable storage medium of claim 22 wherein the tracking system 
includes one or more mechanical devices, including at least one device that is configured 
to register an absence or a weight of an object in a predefined location. 

29. The machine-readable storage medium of claim 22 wherein the movement of the 
objects within/to/from the controUed-access location is entered into a computer system by 
the entity using an input device. 

30. Hie machine-readable storage medium of claim 22 wherein the method further 
con^aases re-locking the locking mechanisno, and automaticaUy locking out aU other 
entities until the tracking system has accounted for aU remaining objects in the 
controlled-access location. ^ 

3L The machine-readable storage medium of claim 22 wherein, the automatic 
association of the movement of the objects with the identity of the entity is transmitted to 
a server computer system through one or more of a wireless interface, a network 
interface, or a telephone interface. 

> 

32. The machine-readable storage medium of claim 31 wherein the method further 
comprises aUowing access to information in the server regarding the movement of the 
objects associated with the ideiitity of the entity through one or more client computers 
coupled to the server computer system through a network. 

33. The machine-readable storage medium of claim 32 wherein the network 
comprises the Internet 
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34. The machine-readable storage medium of claim 3 1 wherein the server computer 
system is configured to automatically notify a user via one or more of a wireless 
interface, a network interface, or a telephone interface regarding an event involving the 
movement of the objects. 

35. The machine-readable storage medium of claim 34 wherein the network interface 
comprises a dedicated channel .and the notification is sent to a pre-existing inventory 
control system in an organization. 

36. The machine-readable storage medium of claim 34 wherein objects are 
automatically replenished or returned as a result of the notification. 

37. The machine-readable storage medium of claim 34 wherein a party is 
automatically billed as a result of the notification. 

38. » A computer system, comprising: 

a processing unit; 

a memory coupled to the processing unit; 

a process executed firom the memory causing the processing unit to automatically 
associate an identity of an entity with movement or status changes of objects 
to/fi:om/witbin a controlled space. 

J 

39. The computer systenf of claim 38 wherein the process further causes the 
processing unit to associate the identity of the entity which enters the controlled space 
and the movement or status changes of objects to/fiom/within the controlled space 
according to information provided by a tracking system coupled to the compute system. 

40. The computer system of claim 38 ^herein the process further causes the 
processing unit to associate the identity of the entity with the movement or status changes 
of objects to/from/within the controlled space according to information which is entered 
into the computer system by the entity using an input device coupled to the computer 
system. 
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41. The computer system of claim 38 wherein the process fiirtiier causes the 
processing unit to transmit information regarding the association of the movement or 
status changes of objects to/from/withm controlled space witii the identity of the entity to 
a server computer system coupled to the computer system. 

42* The method of claim 13 wherein the server computer system automatically 
decrements or increments inventory levels or changes the status of objects in response to 
data transmitted to the server computer system. 

43. The method of claim 13 wherein the server computer system automatically correlates 
the movement or status of objects with the entity responsible for these movements or 
status updates in response to the data transmitted to the server computer system. 

44. The method of claim 17 wherein an access code is automatically generated as a result 
of the notification. 
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